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1 Introduction

This guide details how to meet the system requirements to connect to the Application Virtualization
Hosting Environment (AVHE). Located at https://avhe.health.mil. Sections 2 and 3 assume the user is
using a Windows computer. If you are using a Mac or other non-Windows computer, skip to Section 4.

To access AVHE, the following software should be installed on your workstation/computer:

e |Install Root
e Citrix Workspace

2 Installing Software

2.1 AVHE Commercial Convenience Portal

Links to the Citrix Workspace App for Windows and DoD Install Root software (Root Certificates) can be
accessed via the AVHE Commercial Convenience Portal. https://dhaavhe.com

DHA AVHE

Welcome to the Defense Health Agency Application Virtual Hosting Enviroment (AVHE)
Commercial Convience Portal. Choose one of the available options below to continue.

DoD Root Certificates

Citrix Workspace App for Windows

Citrix Workspace App for macOS

Installation Guide
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2.1.1 Citrix Workspace

1. At the time of this document’s creation, 2508.10 was the latest available. If a newer version is
available, please proceed to download the latest available version available at the above link.

2. Select “Citrix Workspace App for Windows”
3. Select Download File and Accept the EULA as shown below and the download will begin.

Citrix Workspace app 2508.10 for Windows

Release Date: Nov 3, 2025

Compatible with Windows 11, 10 as well as Windows Server 2025, 2022, 2019.

Citrix Workspace™ app 2508.10 for Windows

Nov 3, 2025
478MB-(.exe) 8 Download File -—

Version:25.8.10.36(2508.10)

Checksums
SHA-256-95799c40da78b12c83aad%e29bd92da24702f03735b5b11701b667c84edb31h4

4. Click “Save”.

Downloads

EE What do you want to do with CitrixWorkspaceApp.exe?

Open Save as Save

5. Select “Open File”.

Downloads

i CitnuWorkspaceApp.exe
Open file
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6. Select “Continue”.

& Citrix Workspace

Welcome to Citrix Workspace app

Citrix Workspace app gives you
secure and unified access to all your
apps and desktops with the
convenience and freedom you need
to get your work done.

7. Select “I Agree” and “Continue”.

& Citrix Workspace

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service covering
the Citnx product(s) and/or service(s) with which you will be using this
component This component is licensed for nse only with such Citrix product(s)
and/or service(s).

CTX_code EP_T_A10352779

[:] | agree

Centinue

8. Select “Install Microsoft Teams VDI Plugin” and Select Install.
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& Citrix Works pace

Add-on(s)

Citrix plugins and services (0/1)

[:] Start App Protection after installation (O

Third party plugins (1/3)
@ Install Microsoft Teams VDI Plugin  (©

[:] Install Zoom VDI Plugin Management (©

— —

Install Cancel

9. On the last screen simply close the window by selecting the X in the top right. Do not enter
anything in the Store URL or EMAIL. Do not Select Continue.

@ citrix Workspace —

Close this Window
Welcome to Citrix W
Enter your Sfondress
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10. Installation of Citrix Workspace is complete.

2.1.2 Install Root

1. To download InstallRoot directly, Select the “Dod Root Certificates” button or if you prefer
navigate to https://www.militarycac.com/dodcerts.htm .

2. Once the download completes, click on the file or open a file explorer and navigate to your
downloads section.

3. Double-click on the program.

4. Once the Setup Wizard starts, click “Next.”

2 InstallRoot Setup .

Welcome to the InstallRoot Setup Wizard

=) - %

The Setup Wizard wil install InstallRoot on your computer. Click Next to continue or dose the window to
exit the Setup Wizard.

5. Choose the file location and click “Next.” (Users typically leave the default location.)
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l Choose a file location

To install in this folder, dick Next”. To install to a different folder, enter it below or dick "Browse™.

\c: \Program Files\DoD-PKE InstalRoot| Browse...

6. On the following screen, check each box and click “Next.”

¥ InstallRoot Setup

InstallRoot Features

Select the features you wish to install.

Graphical Interface
Command-Line Toal
[l Windowss Service

7. On the following screen click “Install.”

Begin installation of InstallRoot

Click Install to begin the installation. If you want to review or change any of your installation settings,
dick Back. Close the window to exit the wizard.

<oade | Wl |

Note: A User Control Access window will pop up. This step might require administrative permissions. If

you do not have the proper permissions, contact your system administrator/local IT department for

assistance.
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8. The Installation Progress window may take a few minutes to finish depending on your network
speed.

& InstallRoot Setup. :

E Installation Progress

Preparing fles for removal

Instaling InstalRoat. .

9. During this time, if there are any warnings that a new certificate store was discovered, select
“Yes.”

ﬁ InstallRoot has discovered MNSS certificate stores, would you like InstallRoct te manage them using the store name Multi-N557

| Yes | | Neo

[[] Don't ask me about adding this store again

10. Once prompted, click “Run InstallRoot.”
0

InstalRoot has been successfuly installed.

Run InstalRoot

Close.
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11. When the console loads, click on “Install Certificates.

”

$ InstallRoot 5.6
Home Store Group Certificate Help

Ble B E &

Install Online Preferences  Save Restart as
Certificates |Update Settings Administrator

| % Microsoft Current User

« Install DaD Certificates @ & -
# Install ECA Certificates © & -
® Install ITC Certificates @ & -
# Install WCF Certificates & -
12. When InstallRoot finishes, an “InstallRoot: Certificate Action Summary” will pop up, showing
which certificates were installed. Click “OK” or simply close the InstallRoot console by clicking on
the X in the upper right.
b nstallRoot 5.6
Home Store Group Certificate Help
& @ B %
Install Cnline Preferences Save Restart as
Certificates Update Settings Administrator
| a InstallRoot: Certificate Action Summary
2% Microsoft Current Use DoD (92)
¢ Install DaD Certificates | ® -
——————— || Target Certificate Store Adds Deletes
Subject Microsoft Current User = 150f15 0
DoD Root CA 3 Subject: DOD DERILITY CA-5; Issuer: DoD Root CA 6: INSTALLED
DoD Root CA 4 Subject: DOD DERILITY CA-6; Issuer: DoD Root CA &: INSTALLED
DoD Root CA 5 Subject: DOD EMAIL CA-78; Issuer: DoD Root CA 6: INSTALLED
DoD Root CA 6 Subject: DOD EMAIL CA-79; Issuer: Dol Root CA 6: INSTALLED
DoD Root CA 5 Subject: DOD EMAIL CA-80; Issuer: DoD Root CA 6: INSTALLED
US DoD CCEB Interg) Subject: DOD EMAIL CA-81; Issuer: DoD Root CA 6: INSTALLED
DOD DERILITY CA-1 Subject: DOD ID CA-78: Issuer: DaD Root CA 6: INSTALLED
DOD DERILITY CA-3| || Subject: DOD ID CA-79; Issuer: DoD Root CA 6: INSTALLED
DOD DERILITY CA-4. Subject: DOD D CA-80; Issuer: DoD Root CA 6: INSTALLED
,/ DOD DERILITY CA-5 Subject: DOD D CA-81: Issuer: DoD Root CA 6: INSTALLED
® Install ECA Certificates { & -
% Install JITC Certificates (@ & -
% Install WCF Certificates & -
Figure 35: InstallRoot — Certificate Action Summary
Note: You must reboot your computer once the certificates have been added from InstallRoot.
Note: If you still have issues accessing AVHE, you may need to run the FBCA Cross-Certificate
Removal Tool, which is available on the AVHE Support site at https://avhe-support.health.mil and
is also available at public.cyber.mil.
How to Access AVHE January 2026
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3 Apple macOS Clients

While it is possible to access AVHE using an Apple Device, support will be limited. These instructions
provide details for installing DoD and AVHE certificates and the Citrix Workspace app for Mac. If you have
installed middleware (ActivClient for Mac, CACKey, Centrify, OpenSC, etc.), it must be completely removed
before proceeding. Third party instructions for uninstalling third party middleware are provided at

https://militarycac.com/macuninstall.htm. Additional third-party AVHE-specific support is provided at

https://thewesslers.com/avhe.

Requirements: macOS 11 (Big Sur) or higher and CCID-class compliant smartcard reader

NOTE: The screenshots in this section are from macOS 13.1 (Ventura). If you are using an older macQOS,
your views may be different, but the text is still valid.

3.1 DoD Certificates on macOS

1. Navigate to AVHE Support site: https://militaryhealth.sharepoint-mil.us/sites/hit-io-AVHE.

2. If your browser looks like the figure below, you will likely need to access the AVHE Support site
from another computer and email the zip file to your personal email account on your Apple
device.

x o+

e | hitps://avhe-support.health.mil

Your connection is not private

ie-support.health.mil (for

Figure 49: Your connection is not private

’

3. On the website, click the green box that reads “Accept DoD Notice and Log In/
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Warning Notice and Consent to Monitor

s 3esassing 3 US. G

b
[
=
A

Make sure that your DoD CAC, ECA, or Federal PIV is inserted and
click the button below to log in

Accept DoD Notice and Log in with CAC/PKI

Update yourIAS email address

Figure 50: Accept DoD Notice and Log in with CAC (PKIl)
4. When prompted, select your DoD Certificate, and enter the PIN.

5. Click the ‘Apple Device Certs’ to download the AppleDoDCerts.zip file.

AppleDoDCerts

Figure 51: AppleDoDCerts
6. Unzip the AppleDoDCerts.zip file by double-clicking the file.
NOTE: Depending on your system, the file may have automatically unzipped.

7. Double-click the “AppleDoDCerts.mobileconfig” file.

8. You may receive a notification of a new ‘Profile installation’

Profile installation
Review the profile in System Settings if you
want to install it.

Figure 52: Profile Installation

9. Open System Settings, navigate to ‘Privacy & Security’, and click ‘Profiles’.

DoD Certificates
- A 2 settings
a General
@) Appearance

@) Accessibility

Control Center

® Siri & Spotlight

W Privacy & Security
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Figure 53: Privacy & Security

10. Double-click on the profile that reads “DoD Certificates.”
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11. When prompted “Are you sure you want to install this profile?” click Install.

Are you sure you want to install this profile?

DoD Certificates
AVHE.HEALTH.MIL

Description  This profile provides the DoD Certificates neccissary
to authenticate with DoD Portals.

Signed CS.DHA J-6 10 DCOPS.001

Received Jan 4, 2023 at 4:07 PM

Settings Certifi
DOL

Certificate
il 60
Certificate

Certificate
DOD ID

Certificate
Do A4
Certificate
DOD DERILITY CA-1

Install... Ignore Cancel

Figure 54: Profile Installation Verification

12. When prompted “Are you sure you want to install profile ‘DoD Certificates?’” click Install.

Are you sure you want to install
profile “DoD Certificates"?

The author of this profile cannot be
verified. Make s ou trust the sender
il is profile contains

certifica cause additional
websites or services to be trusted by
this Mac.

Install

Show Details

Cancel

Figure 55: DoD Certificate Verification

13. Install of DoD certificates on macOS is complete.

How to Access AVHE

Page 14

January 2026



3.2 Citrix Workspace for Mac

1. Download the Citrix Workspace for Mac app from the Citrix website:
: -for-mac-latest.html

2. Click the “Download File” button.

3. Once the file downloads, navigate to the downloaded file location and double-click on the
CitrixWorkspaceApp.dmeg file.

4. Inthe window that appears, double-click “Install Citrix Workspace.”

Install Citrix Workspace

5. Click “Continue” to allow the installer package to run.

This package will run a program to
determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If

you're not sure about this software’s source, click
Cancel to stop the program and the installation.

Cancel Continue

6. At the introduction window, click “Continue.”

4 |nstall Citrix Workspace
Welcome to the Citrix Workspace Installer
Citrix Workspace installs software that allows access to virtual

Introduction applications that your organization provides, including software
applications that use your browser.

Continue

7. Atthe license window, click “Continue.”

How to Access AVHE January 2026
Page 15


https://www.citrix.com/downloads/workspace-app/mac/workspace-app-for-mac-latest.html

4 |nstall Citrix Workspace

Software License Agreement

English

Introduction

License CITRIX LICENSE AGREEMENT
Use of this component is subject to the Citrix license or terms of service
covering the Citrix product(s) and/or service(s) with which you will be
using this component. This compenent is licensed for use only with such
Citrix product(s) and/or service(s)

CTX_code EP_T_A10352779

Print... Go Back Continue

8. When prompted with the license agreement, click “Agree.”

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

9. At the installation type window, click “Install.”

10. When prompted, enter Mac username and password to proceed with install.

¥ Install Cit

Standard Install on "Macintosh HD"

s e This will take 344.8 MB of space on your computer.

License Click Install to perform a standard installation of this software
Destination Select for all users of th_ls computer. All users of this computer will
be able to use this software.

Installation Type

Change Install Location...

Go Back Install
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11. At the add account window, leave the box unchecked and click “Continue.”

Introduction
License
Destination Select
Installation Type
Installation

Add Account

Installer is trying to install new software.

Enter your password to allow this.
User Name: |

Password:

Cancel Install Software

 Install Citrix Workspace

Add Account

If you received instructions to set up Workspace with your
email or a server address, check Add Account, then click
Continue.

Add Account

Continue

12. At the summary window, click “Close.”

Introduction
License
Destination Select
Installation Type
Installation

Add Account

Summary

4 |nstall Citrix Workspace

The installation was completed successfully.

The installation was successful.

The software was installed.

Go Back Close
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13. When prompted, you may choose to keep the file or move it to trash (recommended).

Do you want to move the “Citrix Workspace"”
Installer to the Trash?

To keep this package and disk image in its current

location, click Keep.

Keep Move to Trash

14. Open the Safari browser.
15. In the address bar enter: https://avhe.health.mil.
16. When prompted, select your PIV certificate.

The website "avhe. health.mil” requires a client certificate.
s website req a certificate to validate your identity. Select the
n you connect to this website, and then click Continue.

(DOD ID CA-49)

Show Certificate Cancel Continue

17. When prompted, enter your PIN.

[ [ “Safari” is trying to authenticate user.
= - Enter PIN to allow this.

PIN:

Cancel

18. The first time accessing the AVHE portal, a prompt for detecting the Citrix software will appear.
Click “Detect Receiver.”

Welcome to Citrix Receiver
CiTRIX

Receiver

Use Citrix Receiver to access your applications and desktops.

Detect Receiver

How to Access AVHE January 2026
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19. A prompt may appear requesting to open the Citrix Workspace Launcher. Click “Allow.”

Do you want to allow this page to open "Citrix Workspace
Launcher"?

Cancel Allow

20. The first time you open the Citrix Workspace Launcher, you will receive a warning. Click “Open.”

You are opening the application “Citrix Workspace
Launcher” for the first time. Are you sure you want to
open this application?

The application is in a folder named “Citrix Receiver." To see the
application in the Finder without opening it, click Show Application.

Show Application Cancel Open

21. On the AVHE portal, click “Already Installed.”

22. Read the DoD Warning Statement, then click “Accept.”

this IS (which includes any device attached to this IS), you consent to the following conditions:
s« The USG routinely intercepts and monitors communications an this IS for purposes including, but not limited to,
(LE), and counterintelligence (CI) investigations.

s At any time, the USG may inspect and seize data stored on this IS.

search, and may be disclosed or used for any USG authorized purpose.

personal benefit or privacy.

= MNotwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or

UNITED STATES DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By using

penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement

s Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and

» This IS includes security measures (e.g., authentication and access controls) to protect USG interests -- not for your

monitoring of the content of privileged communications, or work product, related to personal representation or services by
attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and
confidential. See User Agreement for details.

23. You should now be able to access the AVHE StoreFront.
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4 Apple iOS Clients (Experimental)

PLEASE READ BEFORE PROCEEDING: While it is possible to access AVHE using an Apple iOS device
(iPhone & iPad), support will be limited. Additionally, application compatibility is also limited, as this is
experimental. As a result, you may not be able to access e-mail or other CAC-enabled sites and services
if you use an iPhone or iPad. There is no guarantee this will be resolved in the future, and it is not
recommended to conduct pormal business on an iPad or iPhone. This capability is currently for testing

and experimental use only.

Requirements: Apple iPad or iPhone running iOS 16.2 or higher and CCID-class compliant smartcard
reader (Lightning to USB 3 Camera Adapter may be required to connect USB smartcard reader)

4.1

1.

DoD Certificates on iOS

On a computer with access, navigate to AVHE Support site: https://avhe-su
2. On the website, click the green box that reads “Accept DoD Notice and Log In.”

Waming Notice and Consent to Monitor

Yfou are acocessing a U.S. Government {USG) Information System (IS) that is provided for USG-suthorized use only.

By using this IS (which includes any device attached to this IS). you consant to the following conditions:

= The USG routinely intercepts and manitors communications on this IS for purposes including, but nat limited o, penetration

tasting, COMSEC monitarin
counterintzligence (CI)

stwork perations and defense, personnel misconduct (PM), law enforcemant (L), and
stigations.

= Atany time the USS may inspect and seize dats storad on this |5

- Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search,
and may be disclosed or used for any USG-authorized purpose.

* This IS includes security messures (2 5., suthentication and access cantrols) to protect US( interests—-not for your persana
benefit or privacy.

= Motwithstanding the above, using this I does not constitute consent o PM, LE or Cl investigative searching or monitoring of
the content of privileged communieations, or work product, related to parsanal representation or services by attomays,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User
Agreement for details.

Make sure that your DoD CAC, ECA, or Federal PIV is inserted and
click the button below to log in

Accept DoD Notice and Log in with CAC/PKI |

Update your IAS email address

3. When prompted, select your DoD Certificate, and enter the PIN.

4. Click the “Apple Device Certs” to download the AppleDoDCerts.zip file.

AppleDoDCeris

5. Unzip the AppleDoDCerts.zip file by double-clicking the file.

Note: Depending on your system, the file may automatically unzip.

ort.health.mil.
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6. Using the email client on the computer, attach the file AppleDoDCerts.mobileconfig to an email
and send the email to address you can access on your iOS device.

7. Onthe iOS device, open the Apple “Mail” app with the attachment.

8. Open the attachment, AppleDoDCerts.mobileconfig. A popup window will appear asking where to
install the profile.

Choose a Device

On which device would you like to
install this profile?

9. ClickiPad (or iPhone).

Profile Downloaded

Review the profile in Settings app if
you want to install it.

10. Open the “Settings” app and click “General,” then “VPN & Device Management.”

General

Settings

About

Software Update

AirDrop
Profile Downloaded
AirPlay & Handoff

Picture in Picture

B Airpiane Mode [ )

= Wi-Fi
iPad Storage

Bluetooth
Background App Refresh

Notifications
Date & Time.

)| Sounds
Keyboard

Focus
Gestures

Screen Time
Fonts

Language & Region

General

@ contol center

Dictionary

Display & Brightness
VPN & Device Management
#2  Home Screen & Multitasking

LRy Legal & Regulatory

lipaper

SiE G Transfer or Reset iPad

B ~oole pencil

@ Touch ID & Passcode

[

@ Privacy & Security
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11. Under “Downloaded Profile,” click “DoD Certificates.”

VPN & Device Management

Not Connected

L ED PROFILE

DoD Certificates
AVHE.HEALTH.MIL

12. In the “Install Profile” window, click Install.
Install Profile

DoD Certificates
AVHE.HEALTH.MIL

Signed by CS.DHA J-6 |0 DCOPS.001

Description This profile provides the DoD Certificates neccissary to authenticate with
DoD Portals.

Contains 21 Certificates

More Details

13. When prompted, enter your iOS device passcode.

14. In the “Warning” window, click “Install.”
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Warning

)OT CERTIFICATE

UNMANAGED ROC

Installing the certificate “DoD Root CA 2" will add it to the list of
trusted certificates on your iPad. This certificate will not be trusted
for websites until you enable it in Certificate Trust Settings.

Installing the certificate "“DoD Root CA 5" will add it to the list of
trusted certificates on your iPad. This certificate will not be trusted
for websites until you enable it in Certificate Trust Settings.

UNMANAGED ROOT CERTIFICATE
Installing the certificate “DoD Root CA 4" will add it to the list of
trusted certificates on your iPad. This certificate will not be trusted

for websites until you enable it in Certificate Trust Settings.

Installing the certificate "DoD Root CA 3" will add it to the list of
trusted certificates on your iPad. This certificate will not be trusted
for websites until you enable it in Certificate Trust Settings.

15. In the pop-up window, click “Install.”
Install Profile

Profile Installed

16. Click “Done.”

DoD Certificates
‘@ AVHE.HEALTH.MIL

CS.DHA J-6 10 DCOPS.001

iption This profile provides the DoD Certificates neccissary to authenticate with

DoD Portals.

s 21 Certificates

More Details

17. In the Settings app and click “General” then “About.”

January 2026
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General

Settings

o About

Software Update

AirDrop
Profile Downloaded
AirPlay & Handoff

Picture in Picture

B Aiplane Mode [ )
2 wiFi
iPad Storage

Bluetooth
Background App Refresh

Notifications
Date & Time

Sounds
Keyboard

Focus
Gestures.

Screen Time
Fonts
Language & Region
General
Dictionary
Control Center
Display & Brightn:
VPN & Device Management

Home Screen & Multitasking

Accessibility Legal & Regulatory

Wallpaper

Siti & Search Transfer or Reset iPad

Apple Pencil

Touch ID & Passcode

Battery

Privacy & Security

18. Click “Certificate Trust Settings.”
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Name

iPadOS Version

Model Name iPad Pro (12.9-inch) (2n: eration)

Model Number MQDC2LL/A

Serial Number V91IDJ263

Coverage Expired

Songs

Videos

Photos

Applications

Capacity

Available

Wi-Fi Address

Bluetooth

SEID

Certificate Trust Settings

19. There will be several DoD Root CA certificates listed.

Certificate Trust Settings

Trust Store Version
Trust Asset Version
OR ROOT CERTIFICATES
DoD Root CA 5
DoD Root CA 4

DoD Root CA 2

DoD Root CA 3

20. For each DoD Root CA certificate listed, flip the switch on to trust the certificate. When prompted,
click “Continue.”
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Root Certificate
Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

Certificate Trust Settings

Trust Store Version

Trust Asset Version

ENABLE FULL TRUST FOR ROOT CERTIFICATES

DoD Root CA 5

DoD Root CA 4

DoD Root CA 2

DoD Root CA 3

4.2 Citrix Workspace on iOS

1. OntheiOS Device, Download and Install the ‘Citrix Workspace’ app from the Apple App Store.
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Citrix Workspace

2. No further configuration of the app is required.

3. Attach smartcard reader if not attached.

4. Navigate to https://avhe.health.mil in Safari.

5. When prompted, select your Certificate.
Note: Due to how the certificates are displayed, it may be difficult to tell which certificate is the
correct one to use. If the certificate you select does not work, close Safari and try another.

"avhe.health.mil"” requires a
client certificate

Select the certificate to use when you
connect to this website.

KIb. .. Z o 2 2 20 2R

CONTRACTOR, PKI, DoD

6. When prompted, enter your PIN.

Safari

Safari is trying to sign data.

7. Click open on the desktop you wish to launch. When prompted, click “Download.”
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1102 AM Thu Jan 5

& avhe.health.mil

\WOUR3JVAXAUXERI
QSBJJk8IQWR RVCCALIEIEVVNP
Qw--.ica"?

8. Open the downloaded file by clicking on the Circle Icon with the down arrow, then click the
downloaded file.

eoe = O N%0

& avhe.health.mil

Downloads

n RGVmYXVsdEFnZ3JIZ2F0a...

2 KB

9. The download should open in Citrix Workspace and connect you to the selected desktop.
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5 Connecting to AVHE

Once the necessary software is installed on your computer, you are ready to connect to AVHE.

1. Navigate to https://avhe.health.mil (Google Chrome is the preferred web browser).
2. When prompted, select your DoD email certificate as shown in the screenshot below.

Windows Security *
Select a Certificate
Site iascac.csd.disa.mil needs your credentials:

Authentication -
SELPH.CARRIE.ELIZABETH.1264872754

Issuer: DOD ID CA-59
Valid From: 8/25/2021 to 9/28/2022

Click here to view certificate properties

More choices

OK Cancel

3. Enter your PIN when prompted.

s

ActivClient Login

ActiviD®

ActivClient®

Please enter your PIM,

PIN | s

oK Cancel

4. Read and accept the DoD warning statement.

UNITED STATES DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By using
this IS (which includes any device attached to this IS), you consent to the following conditions:

* The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to,
penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE),
and counterintelligence (Cl) investigations.

* Atany time, the USG may inspect and seize data stored on this IS.

* Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used for any USG authorized purpose.

® This IS includes security measures (e.g., authentication and access controls) to protect USG interests -- not for your
personal benefit or privacy.

* Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring
of the content of privileged communications, or work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See
User Agreement for details.

5. The AVHE Storefront page will load.
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https://avhe.health.mil/

B AVHE

&« C {} @& avhehealthmil/Citrix/AVHEWeb/ aQ B & O Lo »O® :

Favorites

Note: Once you have logged into AVHE StoreFront, search for the application or desktop you
need or are required to launch and simply click on that icon. (The below steps show a user
launching the DHA Desktop - DHHQ)

6. Click on Desktops tab, and search for DHHQ in the upper right search bar to launch DHA Desktop.
(You can also add this to your Favorites tab in Storefront for later use.)

= avee

& C Y & avhehealthmil/Citrix/AVHEWeb/ aQ »w * O Lo A0

Search Results: 'dhh' (6)

Desktops

DHA Desktop - DHA Deskiop -
DHHQ DHHQ Leadership

7. Click on the icon to launch the desktop.
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8. For some users, AVHE will download an ICA file. You can leave the default location and click
“Save.” Once the file has finished downloading, double-click on the file to launch the application
or desktop. When it finishes downloading, click on the file name to open.

AVHE

& C & avhehealthmil

AVHE o -

HOME DESKTOPS

Search Results: 'dhhq’ (6)

- Save A: X
Desktops € sovess
4 & > ThisPC » Downloads v ©| | search Downloads »
A ~
It W Organize v New folder = @
N Name - Date modified Type size
¥ Quick access
3 Downloads No items match your search.
DHA Desktop - DHA Desktop - B Desktop
DHHQ DHHQ Leadership [ Documents
&= Pictures
[ This PC
¥ Network
Apps
A A A A a &
¢ v ykd ykd
DMAN o Save astype: | CitrixICA Client @
A 5 G |
DMLSS - DHHQ DMLSS SA Tool - EIRB - DHHQ IMPAX - Barquist Eaierelde ancel

DHHQ

TXUSOCWSSF003 * Application Virtualization Hosting Environment (AVHE) % Defense Health Agency (DHA) * FOUO

9. The first time you connect to an application or desktop, you will see a popup window asking if you
want Citrix to be able to access your local drives.

For Desktops, click “Permit all access.”
For Applications, click “Read/Write Access.”

If you do not wish to select your choice each time you launch an application or desktop, check
the box at the bottom “Do not ask me again for this site.”

An online application is attempting to access
files on your computer.

—> Block access

not permit the application to read or change your

—> Allow reading only

The application cannot change files

— Permit all access

[ Do not ask me again for this site.
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10. The desktop will launch, and you are ready to use AVHE!

e L

Report Cyber Incidents:

| 1-866-786-4432

Military Health System
DHA Global Service Center

Call: 1-800-600-9332
https://gsc.health.mil/
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